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So this was the genesis for the talk. I, like many of you, have been fortunate enough to do some work with the GDPR; unlike
some of you, I’m lucky that the GDPR compliance issue is not directly in my portfolio. Somebody else gets to have that fun. But
Whitney tweeted that she wanted to see a meme-based talk on the GDPR, and [next slide]

and I volunteered as tribute. The intent of this talk is to be contentful, but not to let content get in the way of the jokes. Audience
participation is mandatory: I need you all to laugh at at least 3% of the jokes or we’re gonna have a very sad time. If it helps,
please feel free to have a drink! It’s 5:00 on the east coast!
We’ll cover why the GDPR exists, what it does, why some people are freaked out about it, why to be concerned and/or
unconcerned, and whether kittens or puppies make the better reference animal for GDPR compliance memes.

PRIVACY PROTECTION UMBRELLA

NO FLAWS EXIST
Takeaway: the GDPR establishes a new overarching privacy law that protects personal information from exploitation without your
eﬀective and aﬃrmative consent.

NO, DATA BROKERS, YOU CANNOT JUST WAIVE MY CAT
RIGHTS

Takeaway: the GDPR is rooted in an understanding that human rights, including privacy, are centered around actual humanity;
they're not negotiable based on who has the data (unlike the US), and they can't be waived in an unfixable way.

DINNER WITH CAT

PROVIDES VALUABLE OPPORTUNITIES
Takeaway: the GDPR provides a valuable opportunity for businesses in the EU and US to clean up their acts, fix insane technical
debt, and prove to their customers that they're worth doing business with. Ignoring it is not an option, and US businesses who
do so will be punished severely.

As I stated in my abstract: Relax! It's all going to be fine! Probably. And as the CPSC says, don’t put fidget spinners in your
mouth.

HI!

I’M 2D BRENDAN!
So hello! I’m Brendan O’Connor. Depending on who you ask, I’m either a hacker, a lawyer, a worthless person who doesn’t do
“real security,” or just that guy who wears black t-shirts every single day at the oﬃce. My favorite description by a former
coworker was “he’s not the lawyer we need, he’s the lawyer we deserve,” which I thought was neat until I realized it wasn’t
meant as a compliment. My day job has been a security and privacy consultant, but these days I’m in-house.

MANY SPEAKING FOR EMPLOYER?

SUCH NO
WOW
Speaking of which, a note: none of the following is me speaking on behalf of my employer, nor is it representative of the
extremely serious approach we have at INSERT NAME OF EMPLOYER to protecting the privacy and security rights of all our
users. As a side note, we’re currently hiring a ton of web developers, dev managers, and PMs; if that sounds like you, come talk
to me after.

Disclaimer: I’m a lawyer, but I’m not your lawyer, I’m not a European lawyer, and none of the following is legal advice. It may not
even be a good idea. If you go to Vegas and do shots to get legal advice, you clearly have more fun lawyers than me, and you
deserve precisely the advice you’ve paid for.

CONTENT WARNINGS

INTERNATIONAL LAW, NAUGHTY LANGUAGE, AND AN IMPLICATION
THAT AT LEAST ONE COUNTRY’S PRESIDENT SUCKS

These are my content warnings for this talk.

PROLOGUE: HARBORS
OF SAFETY EVIL

HISTORY

ACTUAL SIZE
I want to start by taking you back to the beginning of time.

THE LIBRARY IS CLOSED

DUE TO STAR DESTROYER
Unfortunately, I last took a history class in 1999, so there may be some gaps in my knowledge.

There were two great powers in the world. First, there was the United States, defender of freedom and bastion of democracy.

IRON CURTAIN

…DOING IT RIGHT?
There was also the Soviet Union, builder of curtains made of iron for some reason. It was a diﬀerent time.

ALL IN ALL, MR. GORBACHEV,

YOU’RE JUST ANOTHER BRICK IN THE WALL
Suddenly, a Republican went to Germany and yelled at a wall: "All in all, you're just another brick!"

OLLIE NORTH

AMERICAN ENTREPRENEUR
HAPPY TO HELP STABILIZE YOUR ELECTIONS
And therefore, the wall was torn down and the Soviet Union collapsed and embraced capitalism and election tampering, just like
the United States!

AMERICA

OH YEAH
So we won! America is awesome, freedom wins the day!

WHAT….

WHAT HAVE WE DONE?
Unfortunately, out of the shadow of the Soviet Union, another Union began to take shape: one in which each year, countries
would come together and sing!

The singing was fine, but they also had thoughts about having diﬀerent ideas from the United States. They wanted to make their
own laws that embraced things like "human rights" and "privacy!" The US, of course, only embraced privacy as part of a
"penumbra," which is a fancy Supreme Court word that means "lolnoprivacyforyou."

I MEAN, IT’S BASICALLY A LAW
Fast forward to 1995, when Europe created a law* called the Data Protection Directive. Technically, not a law; it’s a directive by
which the European Commission directs all member states to implement laws that have a list of properties. This is like… weird to
Americans, so let’s summarize it as a law.

CAN HAS

BASIC HUMAN RIGHTS?
But the gist was this: we're gonna have some rules around data privacy for Europeans. If you have data on Europeans, you need
to follow European laws, including EU human rights laws like the right to privacy.

If you take data out of the EU, you need to handle it according to EU laws anyway.

WHEN I THINK RELIABLE

…YEAH I THINK CANADA
Some countries, like Canada, have laws with protections equivalent to EU laws, so you can send EU data to Canada, no
problem.

TRIED TO MAKE A TREATY

COULDN’T FIGURE OUT THAT “SAFE HARBOR” DOESN’T
HAVE A “U” IN IT
For other countries, the EU sets up new treaties, called Safe Harbor.

…WAIT FOR IT…
In the US, Safe Harbor let companies self-certify that they would uphold EU laws. It required an annual self-certification.

It didn't always go well. There wasn't any audit, and some companies forgot even to fill out the renewal forms.

“DON’T BE EVIL”

HA HA HA HA HA HA HA HA HA HA HA
Also it turned out that there was this one secret government agency using Safe Harbor-certified companies to spy on the entire
world.

I DON’T ALWAYS DRINK BEER

BUT WHEN I WANT TO TORMENT FACEBOOK, I DO IT
WITH A GUINNESS
So then an angry young Austrian came up with a plan to bend Europe to his will! No, not that one. A diﬀerent angry young
Austrian. His name was Max Schrems, and he was an Austrian law student when he went to Ireland and sued the Irish Data
Protection Commissioner to throw Facebook out of Europe for helping the NSA.

ACTUAL PHOTO

SAFE HARBOR… SUNK
So the European Court of Justice ruled that Facebook was obviously in league with the NSA and that therefore Safe Harbor was
worthless, and could not continue.

I N T E R R E G N U M : P R I VA C Y
SHIELD

WITH A LOGO LIKE THIS

YOU KNOW IT’S GONNA BE GREAT
So after the fall of EU-US Safe Harbor, the EU and the US concluded a new thing that was not a treaty called EU-US Privacy
Shield. Which had this logo. And like, flatly, the logo perfectly describes the sanity, composition, and coherence of the program
itself. Under Privacy Shield, US businesses contract to do the same thing they did under Safe Harbor, and promise not to lie this
time. I would go into the details more, but like, fifteen seconds after this shit was announced, Germany announced it didn’t
believe that the NSA was giving up on the spying thing and thus they wouldn’t recognize Privacy Shield compliance. (They may
have been pissed about the whole NSA tapping Angela Merkel’s phone thing.) And now the EU Court of Justice looks kind of
likely to blow up Privacy Shield anyway, making alleged compliance with it irrelevant, so to be honest, it’s not worth your time at
this point getting to know it if you don’t already.

…”NEARLY” LOST?
While I’m pointing out dumb shit the US is doing, I’d be remiss if I didn’t mention US v Microsoft, in which the FBI sought to
obtain data held by Microsoft in Europe while violating European law, because America Freedom Brawndo. The European
Commission straight-up said “if Microsoft turns over this data for your war on drugs (spoiler alert: it was for the war on drugs,
not any “terrorism” excuse the FBI gave, because we know who the warrant was about), we’re going to ban Microsoft from
Europe, full stop.” The FBI said “lol, we’re holding Satya Nadella in contempt.” This entire attempt was a full-court press to
overturn the concept of separate countries being equally sovereign—or, to put it in huge history nerd mode, to overturn the
Peace of Westphalia that ended the Thirty and Eighty Years’ Wars. (Go Team Habsburg!) This case, originally called “In re
Warrant to Search a Certain E-Mail Account Controlled and Maintained by Microsoft Corporation” (which just rolls oﬀ the tongue)
got fought all the way up to the US Supreme Court, where it was called US v Microsoft.

NSA

YOUR DATA
And then, unfortunately, it all came crashing down—before we got to learn if the Notorious Ruth Bader Ginsburg was gonna vote
to go to war against the Holy Roman Empire—with the passage of the US CLOUD Act, which flatly says that the US gets to
ignore all foreign laws, forever. This law is so wildly a violation of customary international law—and the core concept of separate
sovereigns—that it’s just boring to hear me rant on it, so let’s move quickly along. I’ll summarize as “when Canada invades us to
bring the rogue state back into compliance, this will be one of the charges levied.”

OK, FINE: THE GDPR

This is the standard model in most US companies of how the GDPR came about: out of no where, holy crap, it’s hoverdog!
OMG! Hide your lawyers and children! This is partially because the general US business approach to regulation is ignore until all
hell breaks loose, and partially because, like… it’s Europe. They have weird stuﬀ there, like blue cheese, and human rights! Why
would we care about something in Europe? Don’t they know that this is America, where even our diplomats can’t find the
Geneva Conventions on a map, and even if they could, assume it’s a trade show?

EU

US
Especially post-Schrems, however, post-NSA revelations, post-having to fight with Microsoft all the way to the US Supreme
Court to determine whether US courts could arbitrarily overrule European law while IN EUROPE, the EU was not up for our shit.
The US goes “horrible things! Horrible things will happen!” EU’s just “nah, not up for your crap today. Goodbye!”

PRIVACY WORK IS HARD

In reality, even without Chelsea Manning, Max Schrems, and Orange Julius Caesar in the White House, this has been a long time
in coming. The major proposal to the European Commission dropped in January 2012, and represented work that, in some
ways, has been ongoing since the DPD in 1995. The final GDPR was passed in April 2016, and they gave a bit more than two
years’ delay to allow companies and governments suﬃcient time to implement. So if your company first mentioned the GDPR in
April 2018, fire your lawyers. Seriously. If they simply ignored the GDPR until April 2018, fire your management chain.

INDIVIDUAL RIGHTS
UNDER GDPR

ARTICLE 15

“I WANT TO KNOW EVERYTHING INSIDE YOU.”

Article 15 is the right of access. This is really simple: "gimme all the information you have on me." As part of that, it's give me
how long you're keeping it (and what your justification is for that), and give me where you got all of it---so if you got it from
partners, you have to tell me that too. Simple! Easy!

THE COMPANY GOT EXCITED AND

THE DATA WENT EVERYWHERE
Unless you run a "data is the new oil" company, in which case this is your reaction.

ARTICLE 16

WE CAN FIX IT
Article 16 is the right of rectification. This is also pretty straightforward: your data is wrong, or incomplete, and you have to fix it.
This is easier to think of more for governments, or for private corporations providing government-like services (which happens,
e.g., in the UK).

ARTICLE 17

I DON’T WANT TO SEE MORE FINDING NEMO MOVIES,
PLEASE FORGET ABOUT NEMO. WHO IS ALSO TASTY.
Article 17 is the Right to be Forgotten, and before y'all start yelling FREEDOM MURICA EAGLE FIRST AMENDMENT GUNS
BRAWNDO, I want you all to understand what this really is. In most cases, Right to be Forgotten means "hey company! I don't
want to do business with you anymore, delete the data you have on me."

ARTICLE 17

KNOCK IT OFF, RAPID7
So for those of you who once signed up for a party at Black Hat and ten years later Rapid7 is still spamming you, this is your
friend!

It's true that there's also a right to deletion in public databases, though. The process is the same, but there are diﬀerent
balancing eﬀects in place, and to be honest, most of the time, it's not controversial. Let's say someone uploads an embarrassing
photo of you to a public forum---or a newspaper takes a photo of you and uses it with a funny caption. True story: the woman in
this photo is now a nurse in Phoenix, and is tired of this shit.

ERMAGERD

GERSBERMS
So she could submit a Right to be Forgotten request to have her photo removed, because it serves no purpose of legitimate
public interest anymore. And then this meme would still be funny, to be honest, but no longer serve to annoy a nurse in Phoenix.

EUROPE WANTS TO CRUSH OUR FREEDOM
And free speech absolutists in the US will say "but freedom requires that I be able to say anything about anyone forever!" I am
familiar with this argument. Let me tell you a story about free speech.

WAS TOLD I HAD FREE SPEECH

I AM LACKING EVEN A BUKKIT
In Wisconsin, a system allows anyone to access any court record that hasn't been specifically sealed (e.g., a child custody
hearing). Arrest records, charges, convictions, lawsuits, bits of divorces: it's all there. When you log into the system, it has a note
warning you that it's against the law to discriminate against someone based upon anything other than a conviction. You know
what I notice? People who have arrest records still get discriminated against. Because it's all free, online, easy to access, and
traceless. Wouldn't you want to know if your kid's elementary school teacher got arrested for smoking pot and having sex on a
golf course? In the 1960s? So that's what free speech gets you.

Europe didn't make a crazy decision here to say that spent criminal convictions and salacious rumors from 20 years ago were
bullshit to be removed. They took two rights the US also has---free speech and privacy---and they said privacy, and not
incidentally, criminal rehabilitation, comes first. The US has decided the other way around, not least because we do love our
puritanism. Europe's not necessarily wrong, though, and we're not necessarily right.

ARTICLE 18

JUST SAY NO TO PROCESSING WITH BROKEN DATA

Moving on, Article 18, the Right to Restriction of Processing. This is a weird one, but it comes essentially down to either you've
contested the accuracy of data under the Right to Rectification, or you've contested the controller's statement that they're
allowed to keep data around for some reason, or you're suing someone and they hold some stuﬀ. So you can say that they're
not allowed to delete the data *and* they're not allowed to send you spam (rapid7!). They have to just hang onto it, inert.

ARTICLE 19

SHUT DOWN ALL THE FRIGHT FLOORS
Article 19, Notification obligation blah blah blah. This is basically if data's being restricted or deleted, the company has to tell its
"trusted marketing partners" that it shared the data with, and they have to do the same thing.

ARTICLE 20

DATA PORTABILITY
Article 20, Right to Data Portability. This is that when you ask for a data dump, they have to give it to you in a useful format. If
you're generating PDFs to stop your former customers importing their bookmarks somewhere else, you are bad and should feel
bad.

ARTICLE 21

Article 21, Right to Object. This is kind of awesome: if you tell companies to stop using your data to send you direct marketing
(Rapid7), they have to stop. If you tell them to stop using your data to build lookalike audiences and send *them* direct
marketing (Facebook), they have to stop. It's amazing what consent means---it's almost like if corporations are people, they
have to stop bad touching you in the data when you tell them no means no!

ARTICLE 22

DON’T PRETEND THIS IS “NEUTRAL”
Article 22, Twilight of the Algorithms. This is a hilariously liberal rule that says that you can say no to fully-automated
decisionmaking based on your data. A good example of this is the COMPAS system in the US, which is essentially a big data
system where you enter data about a recently-convicted criminal and in theory, it outputs their sentence based on their risk. In
reality, it outputs their sentence based on their skin color, which for those of us in the real world is considered, well, "bad and
racist" comes to mind. So with Article 22, you can require that a human be in the loop of decisions that aﬀect you, and that they
provide a substantive explanation that isn't "the computer is incredibly racist because the people who programmed it are
incredibly racist."

C O R P O R AT E R E S P O N S I B I L I T I E S
UNDER GDPR

I WANT YOU

TO PROTECT DATA
The GDPR has a lot of corporate responsibilities, but many of them can be summarized as "you have to actually take care with
data." It's not good enough to go "nobody will notice" or "nobody will find this hole." You don't have to create the greatest
security ever given to data, but you have to do the work.

ARTICLE 30

RECORDS OF PROCESSING
Article 30, Records of Processing: You need to keep a record of what data you sent where, what you did with it, and why you
thought you could do that. Yep, this is so people can sue you. Yep, that's the point. Yep, that's fine. We do the same thing with
physical supply chains in tons of spaces. Want a *really* good overview of how intricate they can get? Go to ShabbatCon's NoFire Talks tomorrow and ask Spam about kosher supervision in the Orthodox Union. It's amazing.
Article 32, Security of Processing: Have an actual security program. [next slide]

And here, if you will indulge me, I will rant a bit.

In the security community, we hear an awful lot about technical security on both the attack and defense side. Things like
Rowhammer and Meltdown/Spectre are incredible, brilliant proofs that our assumptions are always open to challenge. Travis
Goodspeed's brilliant Packet in Packet work proves that when you live with a metaphor such as the OSI model, you can also be
killed by that metaphor. On the defense side, sexy tech like Leviathan's Lotan crashdump analysis tool, Lee Brotherston's TLS
Hugs, and CyberITL's security property labeling are amazing and provide a lot of hope for the future of technical security.

But.

MORE EFFECTIVE THAN YOUR RED TEAM

Sexy oﬀense and sexy technical defense are only one part of the puzzle. If we did medicine, they'd be the brilliant surgeons and
revolutionary new gene therapies. You know what saves a lot more lives than those? Sewers, hand washing, and mosquito nets.
You know what those are in security? Information Security management. Not just do you have firewalls and backups, but how do
you KNOW you have them, and have you checked them. It's all very well to install sexy tech, but until you do the basics, and
then collect the proof that you do them, repeatably, and every time, it's a completely pointless waste of time and money. You
want to know what I think is sexy? Doing your job, the right way, every day, and taking pride in it. And fuck the red teamers who
say "compliance kills company." Your ego doesn't help security, and your bigotry hurts us all.

ARTICLE 32

TEST ALL CONTROLS
So back to Article 32: you have to build an information security program involving both technical security and artifacts of your
compliance—such as TESTING IF YOUR STRAPS WORK. GDPR isn't HIPAA, so it's not so specific as "do X, Y, and Z," but it
says you should be looking at encryption, data pseudonymization, confidentiality, integrity, availability, testing, control testing,
and the specific risks that you---yes, you, Mr. Corporation---pose to the HUMAN RIGHTS of the people of whose data you are
the temporary custodian. If it's not clear, I think this is amazing. And yes, you pose risks to data and human rights---just like the
jokers who shot this video pose risks to HMMVs. Nice crater!

ARTICLE 33-34

“YEP, WE’RE TOTES SECURE”
Articles 33 and 34: If you get breached, you have to tell the government, and you have to tell the person whose rights you've just
violated. You have to tell the government within 72 hours of "becoming aware of" the breach, so not 72 hours of your lawyers
deciding that you may be able to avoid blah blah blah. So there's your incentive to finally finish putting FDE on stuﬀ! It’s also your
incentive to hire an actual IR team who can respond with an initial root cause analysis—and give them a damn budget so they
can have tools like Splunk.
You have to tell the people whose data you've lost "without undue delay," so fast. You do *not* have to tell them if you lost data
that was actually encrypted, though---but lolcryption's not good enough. If your data was “base64 encoded for security,” that’s
not good enough.

ARTICLE 37

HI! WE’RE HERE TO PROTECT YOUR DATA
Article 37: Data Protection Oﬃcer. You have to make an actual named human in charge of GDPR-type privacy protection. They
have to report to the C Suite, which is a neat trick. You can't fire them because they tell you to work harder. To those of you
who've worked with HIPAA, this should all sound really familiar; it's not diﬃcult, you just have to do the damn thing.

P E N A LT I E S U N D E R T H E
GDPR

I AM NOT IMPRESSED BY YOUR

BINDING ARBITRATION
Article 77, 78, 79: Humans get to file complaints with real governments and have real judges give real orders to fix things. No
more of this binding arbitration shit.

4% OF ALL THE MONEY

AIN’T HALF BAD
But y'all want to hear about money, so here's the money: 2% of worldwide turnover (which means global gross revenue, not just
profit) or 10M EUR, whichever is higher. If you breach certain specific sections, it's twice that: 4% of worldwide turnover or 20M
EUR, whichever is higher. That's an amount suﬃcient to make Google sit up, which is amazing.

WAIT, I HAVE TO PAY MONEY TO PEOPLE WHO SUE ME?

Also you have to pay damages to the people whose rights you violated. Real damages, not "your max damages are limited to
$1" like most SaaS contracts. Heck with American crapware contracts!

W H AT C O M E S N E X T ?

WE LOVE THE GDPR! WOOOOOOOOO!
Well, first of all, this is already in eﬀect! Yay!

MAX SCHREMS:

“I’LL BE BACK”
Max Schrems, our angry Austrian from earlier, has already sued Facebook, and how that case turns out will shape a lot of how
the US and EU react to each other in the next couple of decades.

ORANGE YOU GLAD I DIDN’T SAY

CONSTITUTIONAL CRISIS?
Luckily, we have strong, steady leadership in the white house.

STATES NOT CONCERNED

THAT DATA LAKES ARE TECHNICOLOR
There have been proposals from some US states to enhance their own privacy laws, but none of them have gone anywhere.

HOVER BEAR

OH CRAP, IT’S CALIFORNIA
Wait... what's that? Is that... is that California?

CALIFORNIA’S APPROACH

TO PRIVACY LAW
That's right, California passed a "GDPR-style" privacy law that comes into eﬀect in 2020. This was because a rich person
threatened them with a referendum. You can read it, but we're not really sure what it'll all mean yet.

OUR “SERVERLESS” ARCHITECTURE

TURNS OUT IT RUNS ON LEGO
And outside California, what comes next? Well, people know what goes into their code, or they're learning.

GDPR IMPLEMENTATION DAY

People in the US are starting to treat privacy like a first-class principle, instead of the punchline to a joke. Everything is
awesome!

JUST REMEMBERED

HAVE TO STAY COMPLIANT FOREVER
...of course, now the rest of our lives begin.

https://twitter.com/Iwillleavenow/status/
1003685873236373504
Or as IWillLeaveNow on Twitter put it….

CEILING CAT IS WATCHING

YOUR “DATA PROCESSING” ACTIVITIES
@USSJoin
Questions?

